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D A T A S H E E T

Arctic Wolf 
Incident360 Retainer

Are You Prepared for a Major Cyber Attack?
It’s no longer a question of if, but when a severe cyber attack 
will occur. As such, organizations need to be prepared for serious 
incidents with a proven response plan as well as access to a full-
service incident response (IR) team to remediate the issue and get 
them back to business as quickly as possible.

Although traditional incident response retainers provide access 
to critical IR capabilities, organizations struggle to determine 
how many service hours they’ll need to pre-purchase to ensure 
that they can respond to and recover from a severe incident. This 
challenge is further complicated by the need for organizations 
to allocate those service hours between proactive, readiness 
activities and possible emergency response.

Incident360 Retainer
The Arctic Wolf Incident360 Retainer is 
one-of-a-kind as it combines the ability 
to complete advanced incident readiness 
activities with end-to-end coverage for 
one incident. Organizations can rest easy 
knowing that no matter the incident 
type, they’ll receive the remediation and 
recovery support that they need to get 
back to normal as quickly as possible.

End-to-End Incident Coverage 

Coverage for one incident, including:

•	Containment: to stop the spread of 
the attack

•	Forensics: to determine the root cause 

•	Remediation: to eliminate the threat 

•	Threat Actor Communication:  
to negotiate with threat actors

•	Restoration: to bring systems back  
to a pre-incident state

Advanced Incident Readiness 

Minimize the impact of security events by 
completing critically important readiness 
activities. Including: 

•	Tabletop exercise 

•	IR Plan review 

•	Security assessment review

A Better Retainer: Arctic Wolf Incident360

End-to-end IR coverage 
for one incident, ​no 
matter the incident type

Incident preparation without 
sacrificing the ability to 
respond to an event​

Up to 70% savings on 
emergency incident 
engagements for 
Arctic Wolf customers ​

Full incident readiness 
including IR planning, 
a security assessment, 
and a tabletop​ exercise
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About Arctic Wolf
Arctic Wolf® is a global leader in security operations, enabling customers to manage their cyber risk via a premier cloud-
native security operations platform. The Arctic Wolf Aurora™ Platform ingests and analyzes more than eight trillion 
security events a week to help enable cyber defense at an unprecedented capacity and scale, empowering customers  
of virtually any size across a wide range of industries to feel confident in their security posture, readiness, and long-term 
resilience. By delivering automated threat protection, response, and remediation capabilities, Arctic Wolf delivers world-
class security operations with the push of a button.

For more information about Arctic Wolf, visit arcticwolf.com.

Can be added to Incident360 retainersRapid Response 
A D D - O N

•	 1-hour response time SLA 

•	 $295 hourly IR rate

JumpStart 
Retainer

Incident360  
Retainer

Incident360  
Retainer Plus

F E A T U R E S :

•	 4-hour response time SLA

•	 $325 hourly IR rate

•	 IR Planner

•	 Incident-specific runbooks

•	 Cyber Resilience Assessment

F E A T U R E S :

•	 Coverage for 1 Incident

•	 3-hour response time SLA

Emergency Services Included:

•	 Forensics, containment,  
active monitoring, threat actor 
communication, remediation, 
and restoration*

Threat Intelligence

•	 Monthly updates on new 
threats and vulnerabilities

F E A T U R E S :

Incident Readiness

•	 3 Readiness touchpoints

•	 Tabletop exercise

•	 IR Plan review

•	 Security assessment 
review

*Up to 30 hours of Restoration is included

JumpStart Retainer
Incident360 Retainer

I N C L U D E S
JumpStart Retainer
I N C L U D E S

https://arcticwolf.com/


The Arctic Wolf Aurora™ Platform

Managed 
Detection 

and Response

Managed 
Risk

Endpoint 
Security

Managed 
Security 

Awareness®

Incident 
Response

S O L U T I O N S

The industry-leading open XDR platform
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Identify and respond to attacks

•	 Monitoring of networks, 
endpoints, identity, and 
cloud environments

•	 24x7 monitoring

•	 Network inspection

•	 Log aggregation, 
correlation, and analysis

•	 Threat detection

•	 Compliance reporting

•	 Broad visibility

•	 Swift threat response

Managed Detection 
and Response

Managed 
Risk

Prevent attacks before they occur

•	 Cloud Security Posture 
Management 

•	 Continuous assessments

•	 Internal vulnerability

•	 External vulnerability 

•	 Host-based vulnerability

•	 Account takeover risk 
detection

•	 Security controls

•	 Asset criticality and 
tagging

Incident 
Response

Recover quickly from cyber attacks and breaches

•	 Digital forensics

•	 Threat actor expertise

•	 Business operations 
restoration

•	 Technology agnostic

•	 Insurance approved

AI-driven prevention, detection, and response to stop 
endpoint threats before they disrupt your business

•	 Protect against zero-day 
threats with immediate 
attack containment

•	 20x reduction in CPU 
processing requirements

•	 Lightweight endpoint 
agent for minimal system 
impact

•	 Seamless security for 
cloud, hybrid, and on-
premises deployments

•	 Threat response

Endpoint 
Security

Minimize human risk and strengthen cyber 
resilience within your organization

•	 Relevant and timely 
threat-driven content

•	 Short and focused 
microlearning sessions

•	 A comprehensive 
content delivery model 
is easy to deploy and 
maintain

•	 Pre-packaged phishing 
simulations and 
remediation

•	 Eliminate the noise of 
false positives with 
TruClick™ 

Managed Security 
Awareness

Today, security isn’t working for most organizations. 
Despite growing investments, breaches continue to 
appear in the headlines every day. We believe the 
cause of this paradox is because operationalizing 
security is too hard.

Arctic Wolf was built 
to make security work.

S O L U T I O N S

The Arctic Wolf Aurora Platform
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