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How do I reduce complexity?
Can we breakdown silos?

Are people embracing AI?
How do I encourage change?

Do I have an AI-ready foundation?
Do I have the capabilities we need?
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Some examples of agentic capabilities today…

Some other examples… Rufus, Instacart “Find flights from Toronto to Panama for late June 
2026 that arrive before noon, then find hotels with 
verified high-speed Wi-Fi near the financial district.”
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The Agentic Enterprise
Agents embedded across workflows to automate 
tasks, decide and collaborate with humans—driving 
productivity and innovation.

Agentic AI’s dual nature as both a tool and coworker creates 
competing organizational pressures that management frameworks 
cannot resolve.

76% of executives view it
as a coworker, not a tool 250% growth expected in

AI decision-making authority by 
2028

Source: MIT SMR & BCG, The Emerging Agentic Enterprise, Nov 2025 (n=2,102, 116 countries)

Scalability vs Adaptability

Experience vs Expediency 
(Investment)

Supervision vs 
Autonomy

Retrofit vs Re-Engineer

95%
of individuals at organizations with the 
most extensive agentic AI adoption 
reporting AI positively impacting their 
job satisfaction
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Capacity
constraint

Trust
deficit

Data
gap

Key challenges for our
customers
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Capacity
constraint
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Agentic ReasoningChatbots

Duration of autonomous execution
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50 – 200 x Tokens

10 – 20 x Tokens

ONE SHOT AGENTIC

I N T E R A C T I O N  M O D E L

REASONING

AI is Changing: Token Demand Inflation
More tokens enable higher quality results and more complex tasks
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Trust
deficit



Time to value is impacted by insecure, 
untrusted AI systems
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Lack of 
end-to-end
visibility

AI applications & agents

Model

Data

Compute

Network

Silicon
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Profanity Indirect prompt injection

SecuritySafety

Infrastructure compromise

IP theft

Meta prompt extraction

Prompt injection

Model theft

Training data poisoning

Sensitive information disclosure

Data exfiltration

Model denial of service

Cost harvesting / repurposing

Harassment

Hallucinations

Hate speech

Off-topic

Toxicity

Social division & polarization

Self-harm

Financial harm

Model threat vectors
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Agent threat vectors
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Data
gap
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A machine-generated data gap…
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WHAT YOU CONTROL

Your Infrastructure

•  Internal networks & routing

•  Cloud environments (AWS, Azure, GCP)

•  Application code & agents

•  API gateways & load balancers

WHAT YOU DEPEND ON

AI Provider Stack
•  LLM APIs (OpenAI, Anthropic, Bedrock)

•  MCP Tools (ServiceNow, Jira, Webex)

•  Provider CDNs & edge infrastructure

•  Rate limits & capacity constraints

APM Tools PARTIAL

See application traces but blind to network path 
issues

Visibility:

App traces
Code 
spans Network path Internet hops

LLM Observability PARTIAL

Track tokens and prompts but assume the 
network works

Visibility:

Tokens Latency Root cause Path issues

Provider Dashboards PARTIAL

Show usage stats but no diagnostic capability

Visibility:

Usage stats Status page Your path Diagnostics

When your AI agent fails or slows down, where do you look?
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Edge

Customers want low-latency, 
reliable AI close to where data is 
generated to enable real-time 
decisions.

Private Infrastructure

Customers seek dedicated, 
compliant, and secure 
environments for high-stakes AI 
workloads.

Regional and 
Neocloud
Customers want on-demand 
access to regionally optimized, 
specialized compute for 
accelerated innovation and 
compliant data processing.

Public Cloud

Customers want ready-to-use, 
scalable capabilities and models 
that can be quickly embedded 
into business processes.

Examples

Retail
Shelf monitoring

Manufacturing
Defect and accident detection

Healthcare
Point-of-care medical 
imaging

Financial Services 
Automated due diligence

Government
Protected and classified data 
processing

Industry agnostic
Automated data classification and 
cleanup

Research & Development
Burst access to GPU 

Insurance
Claims process augmentation

Legal & Compliance 
Contract review

Education
Personalized learning assistants

Industry Agnostic
Company chatbots

Marketing/Advertising
Content generation

AI from the Edge AI from Data Centers AI from Regional and Neoclouds AI from Public Cloud

How Organizations Consume AI
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SaaS

SaaSSaaS

SaaS

SaaS

SERVICE
PROVIDERS

COLOCATION

SECURITY

CLOUD 
PROVIDERS

All distributed

Your Apps

Your People

Your Infrastructure
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How do I reduce complexity?
Can we breakdown silos?

Do I have an AI-ready foundation?
Do I have the capabilities we need?
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Networking Observability CollaborationSecurity

Unified cloud management Security suites AppD and Splunk Audio/video/language intel
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+ + +Networking Observability CollaborationSecurity
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Future-proofed workplacesAI-ready data centers

S e c u r e  g l o b a l  c o n n e c t i v i t y

Digital resilience

A c c e l e r a t e d  b y  C i s c o  A I
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Capabilities needed…

Edge AI

AI from the Edge

Enterprise consumed AI Services

Enterprises want scalability, security, efficiency, simplicity, and visibility across their AI services

Private AI Infrastructure

AI from Data Centers

AI Regional and Neocloud

AI from Specialized Providers

Model-as-a-Service
Platform-as-a-

Service
Infrastructure-as-a-

Service

Simple provisioning and management with unified control, automation, and orchestration

Fast, scalable, and cost-efficient storage optimized for large AI datasets deployment needs

Modular, high-performance compute that scales seamlessly from pilots to production AI workloads

Low-latency, high-bandwidth, secure connectivity from edge to core

Scheduling, Multi—tenancy, Chargebacks, Pre-configured Environments

Compute

AI Workload Management & Orchestration 

Networking

Infrastructure & Networking Management and Provisioning

Storage
Observability

Security

End-to-end 
protection with zero-

trust principles, 
integrated defense, 

and regulatory 
compliance

Real-time visibility and 
insights into 
performance, 

availability, and cost to 
optimize AI operations

AI from Public Cloud
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Cisco Secure AI Factory with NVIDIA

Partner Storage

Cisco Compute w/ 
NVIDIA Accelerated Computing

Cisco AI Networking

Kubernetes Platform

NVIDIA AI Software

C
isco Security

Splunk O
bservability

Delivering Trusted AI Outcomes

Cisco Secure AI Factory with NVIDIA

A modular reference design 
that combines high-performance 
infrastructure with full-stack, 
hybrid cloud security and 
observability 
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High-performance
networking

Accelerated compute

Kubernetes

Nexus

Advanced 
services
Included

OptimizationTraining Inferencing

UCS

A scalable architecture, built 
to support any AI workload 
simply & efficiently

Cisco 
AI PODs

Extend to
storage platform 

ecosystem

Security

AI Defense Hypershield

Nexus Smart Switch

Observability

Open telemetry extensions

Workload management & ops

Extend to 

Operations Automation

Intersight® &
Nexus dashboard

AI software
NIM operator
nemo
CUDAFirewall 
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Reducing risk across the AI lifecycle

AI Cloud
Visibility
Identify AI assets

Inventory the Al models, 
agents, and connected data 
sources across distributed 
environment to understand 
usage and gauge risk.

AI Supply Chain 
Risk Management
Scan for threats

Scan model files, repos, 
and MCP servers to 
proactively block malicious 
or unsafe AI assets before 
operations are impacted.

AI Model & Agent 
Validation
Detect the vulnerabilities

Identify safety and security 
vulnerabilities across 
models at scale with 
algorithmic red teaming 
technology.

AI Runtime 
Protection
Mitigate threats in real time

Protect production Al apps 
and agents with guardrails 
embedded in the network. 
Block attacks and harmful 
responses in real time.

Discovery Detection Protection
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AI Defense Explorer Edition – Free Usage

https://explorer.aidefense.cisco.com/
https://explorer.aidefense.cisco.com/
https://explorer.aidefense.cisco.com/
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Design Principles
Represent the modern AI threat 
landscape with a taxonomy based 
on the following design elements: 
the integration of AI threats and 
content harms, AI development 
lifecycle awareness, multi-agent 
coordination, multimodality, and 
audience-aware utility.

Techniques, Sub-techniques, 
Definitions
Provide a deeper understanding of 
19 objectives and 150+ 
techniques, subtechniques, and 
definitions for operational teams.

Mappings
References to common AI 
frameworks (OWASP, MITRE, 
NIST)

Includes MCP, Agentic Security, 
Model Supply Chain Risks 

Released December 2025

Integrated AI Security and Safety Framework

Read about our Framework
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Built to Align With Global AI Governance Standards

AIUC-1 Crosswalk

The AI User Certification (AIUC-1) standard maps Cisco's 
attacker objectives directly to auditable enterprise requirements 
— bridging threat taxonomy and compliance.

Indirect Prompt Injection
B001 Adversarial robustness testing  ·  B002 Detect adversarial input  ·  
B005 Real-time input filtering

Jailbreak
B001 Adversarial robustness testing  ·  C003 Prevent harmful outputs  ·  
C004 Prevent out-of-scope outputs

Data Exfiltration
A004 Protect IP & trade secrets  ·  A006 Prevent PII leakage  ·  B009 Limit 
output over-exposure

Agent Injection
B006 Prevent unauthorized agent actions  ·  E006 Vendor due diligence  ·  
E009 Monitor third-party access

Full crosswalk: aiuc-1.com/crosswalks/cisco-ai-security-safety-framework

Other Standards Alignment

EU AI Act
Risk classification & prohibited use cases map to attacker objectives and 
harm categories

NIST AI RMF
Govern, Map, Measure, Manage functions align to lifecycle-aware threat 
response

ISO 42001
AI management system controls cross-reference supply chain and 
governance threats

MITRE ATLAS
Adversarial ML tactics extend and integrate — Cisco framework adds safety + 
agentic layers

OWASP LLM / Agentic
Top 10 risks are a subset — fully covered and extended with multimodal & 
supply chain

Cisco Integrated AI Security and Safety Framework  ·  arxiv:2512.12921  ·  December 2025
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Machine 
Data

Alert Triage

Investigations

Summarization

Security 
Model

Taking advantage of specialized AI for machine data
Foundation AI Security Model (sec-1.1-8b-instruct)
Open source

Threat 
intelligence

Vulnerability 
databases

Security 
logs

Trained on ~5 billion tokens: 

Hugging Face

https://huggingface.co/fdtn-ai
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N O W  I N  A L P H A  

Cross-domain collaborative troubleshooting

AI Canvas

P O W E R E D  B Y  D E E P  N E T W O R K  M O D E L

A V A I L A B L E  N O W

Accelerate network operations

AI Assistant

Cut MTTR to near seconds 
with AI-driven root cause 

and resolution.

Catch critical issues
early with AI that sees 

across the stack.

Operate at scale with 
lean teams and built-in 

AI expertise.

Troubleshoot faster 
together with shared 

context across teams. 

AgenticOps: The new standard for IT operations
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Currently in Alpha

AI Canvas

One shared workspace for 
NetOps, SecOps, IT, and execs

Troubleshooting and execution 
across multiple domains

Interface to ask and explore in 
natural language 

Built on the foundation of the 
Deep Network Model

Guides you through diagnostics, 
decisions, and action inside the 
canvas

AI Assistant embedded in AI Canvas
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from your Cisco portfolio

Catalyst Center

Intersight

Nexus Hyperfabric

Crosswork

SD-WAN

XDR

Cisco Meraki

Enterprise 
SecurityDuo

Cyber Vision

Firewall

Nexus Dashboard Secure Access

ISE & more

Cloud

IT Service 
Intelligence

Identity Intelligence



Demo
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Are people embracing AI?
How do I encourage change?
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Cisco on Cisco – Cisco Live EMEA 2026

https://www.ciscolive.com/on-demand/on-demand-library.html?search.sessiontype=it_leadership
https://www.ciscolive.com/on-demand/on-demand-library.html?search.sessiontype=it_leadership
https://www.ciscolive.com/on-demand/on-demand-library.html?search.sessiontype=it_leadership
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Cisco on Cisco – Cisco Live EMEA 2026

https://www.ciscolive.com/on-demand/on-demand-library.html?search.sessiontype=it_leadership
https://www.ciscolive.com/on-demand/on-demand-library.html?search.sessiontype=it_leadership
https://www.ciscolive.com/on-demand/on-demand-library.html?search.sessiontype=it_leadership
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Cisco’s next-generation, 
enterprise-ready AI Super 
Agent & Assistant Platform, 
purpose-built to transform 
how employees work.

What is CIRCUIT?
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Visualizations

BRKAI-2490
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Analyze and Export to a File

BRKAI-2490
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Generate Images / Video

BRKAI-2490
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Agent Studio

•No-code LangGraph
based agent and 
multi-agent creation

•Catalog of examples
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LLMs, Agentic AI & RAG

GPT-5.3 Codex

GPT-4.1

Gemini 3 Flash

Gemini 3 Pro, Gemini 3 Pro Image

Gemini 3.0 Flash 
with live web data

External sources Internal sources

GPT-o3, GPT-o4 mini

Claude Sonnet 4.6, Opus 4.6 
and Haiku 4.5

GPT-OSS (AI POD)

VEO 3.1

SalesConnect

Policy data

Cisco.com

Limited Public 
SharePoint Sites (with 
Governance)

Jira

HelpZone

GPT-5.2, 5-mini, 
5.2-chat, 5-nano

Agentic AI

Agent Hub

Connector Hub

Cisco DNM (Beta)

Agent Studio

Cisco AI DefenseAI Access

Cisco Hybrid Mesh 
Firewall

Cisco Security DuoAnd more
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LLM Security Leaderboard

https://leaderboard.aidefense.cisco.com/rankings
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100K+
CIRCUIT users in Cisco

~125K
Avg User Prompts per 
workday, 268K Peak

73%
Users report CIRCUIT 
Increases productivity

5hrs
Average time saved per 
week by Cisco workforce

CIRCUIT has quickly 
become the #1 used AI app 

by employees

Session ID: CENDEV-1997
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Right AI,
Right Role

Human-Led
Adoption

Responsible
by Design

Right AI, Right Role

Match AI capabilities to specific job functions —
not departments. When the fit is precise, 
outcomes improve and adoption sticks.

Human-Led Adoption

Your people don't resist AI — they resist being 
left out. Subject matter experts lead the change, 
solving problems they actually live with.

Responsible by Design

Trust isn't a feature you bolt on at the end. Every 
AI interaction is governed by Cisco's Responsible 
AI Framework — secure, ethical, and auditable 
from day one.

What helped…
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AI Workforce Consortium

• Job role analysis
• Upskilling recommendation
• Tools & templates
• Global training commitments

https://www.cisco.com/site/m/ai-workforce-consortium/index.html
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Collaborative 
Innovation

Get AI in the hands of 
business domain 

experts

Empower employees

Encourage champions

Evangelize!
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Trust Architecture
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https://trustportal.cisco.com/c/r/ctp/trust-portal.html?doctype=AI%20Transparency&search_keyword=AI
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Do I have an AI-ready foundation?
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